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Execute Environmental

Java Application Server (WebLogic, Websphere,Glassfish,Tomcat)

JVM




Topology

Simple Development View
ZFRAME METADATA Database

p——

J

SQL Code

Relation —

HTML Data

Validation

Security

Data Binding

Z-IDE (Developer 1)

Z-IDE (Developer 2)

Z-IDE (Developer 3)

T

v

Development Business Data Layer

Navigation . .
Business Service

Database

\
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ZFRAME Team Management Database




Topology Advanced Development View ZFAME

ZFRAME METADATA Database

ZFRAME Engine

Form
Ruleld = | JAVA Code

a

Form
i <—>| JAVA Code

a

\ 4

l

Business Data Layer

Business Service
Database

(@ )

A 4

Form Event

Control Event

User Function




Development
Form Types

Binding

Repeat Form
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Development

1. Hidden

2. TextkBox

3. Data Combo

4. Check Box

5. Option

6. DateBox

7. MultiLine Text

8. Lookup Table Box
9. Find Object Box

10.
11.
12,
13.
14.
15.
16.
17.
18.

Grid View

File

Buflton

Tree

Image

Check Box List
Radio Button List
Form

Download Object

19.
20.
21.
22.
23.
24.
25.
26.
27.

Search Text
Label

Text Editor

Lisk Box
Dropdown Tree
Chart

Menu

Flalf Tree
Custom Control



Development
Java Programming With ZFRAME

ZFRAME Form

Web Browser
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ZFRAME Kernel
RULE Management RULE Repository

Register Class To Repository

Trace Event

----------------------------- User Java Class




Rest Service

Client Side Development

ZFrame Engine

REST Repository

Web Browser

JavaScript <+«—— HTML Page
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Login Form Session Creation

Rule

Role
Management

Management

Security Check Load Template

Authentication Grid Form

Form Access Static Form

Confrol Access Binding Form

Repeat Form

Tab Form

Design

Template Load Culiure

Load Workflow

Create Form

Load Conirol

Form
Grid
Tree

Textbox
Button
Find Object

Combo

Load Server
Event Listener

NewCommand
SaveCommand
DeleteCommand
FindCommand
NextCommand
BackCommand
FirstCommand
EndCommand
PrntCommand
StartPrint
SearchQuery
OtherCommand
OnLoadDataGrd
OnLcadPage
OonGridChange
onGridsort

onGridPageChange

Load Main Form

Load JavaScript

Load Script Lib
JQuery

Confrol Action

Cache
Management

Concurrency
S Management

Load Grid

By Query
By Service
By Code

Customization
r

Paging
s

By Cache
/




Engine Database Support

All JDBC Database support And ZIDE Database support

MSSQL
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ZFrame Contribution

Technologies

1. Java SE,

2. Java+Web, Java EE (JPA, EJB, JCA, JAAS, JMX, JMS, Spring, Hibernate / JPA, Servlels)
3. JavaFX, Swing, Java Desklop

4. Spring Bool,

5. Groovy, Grails

6. Struts,JSP,JSF, GWT, ExtGWT

7. HTMLS5, CSS3, AJAX, jQuery, jQuery Ul, ReactJS, AngularJS
8. JAX-RS, JAX-WS, Apache CXF, Apache Axis2

9. XML/ XSLT

10.Log4j

11.Docker

12.Apache FOP, RenderX XEP, AntennaHouse AHFormaltter
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https://scand.com/technologies/react/
https://scand.com/technologies/angular/

ZFrame Conlribufkion

IDE

v Eclipse
v" NetBeans
v IntelliJ IDEA

Application / Web servers

v JBoss

v Apache Tomcat

v WebLogic Server

v' Oracle Application Server
v GlassFish

Continuous Integration /Build automation

v' Jenkins
v' Maven
v' Gradle
v Ant
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Securily
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Security Parameter

Server Side Client Side

Command Injection ; | N
 Session Fixation

SQL Injection . ..
 Reflected Cross Site Scripting (XSS)

XML External Entity Injection (XXE) . . oo
* Persistent Cross Sifte Scripting

« DOMbased Cross Site Scripting

Predictable random value

Insecure Data De-Serialization .
* Cross Site Request Forgery (CSRF)

Directory (Path) Traversal .
* Insecure URL Redirects

Privileged account pages exposure .
 Reflected File Downloads
Local File Inclusion

Remote File Inclusion

1Web Server Securilty
1 Operating System Security
1 Database Security
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Security : Page Address And Request Management

[ L7 Inspector Ceonsole [ Debugger {1} StyleEditor (T Performance £k Memory = MNetwork & Storage ¥ Accessibility

+ 1, Search HTML
w #document
w chtml »mlns="http://www.w3.0rg/1993/xhiml™> |event
p <head id="Head1"»[=c¢/head>
w cbody style="background-image: url('Images/BGG12.jpg"};" onload="CheckPriceText()">
+ «<form method="post" action="/ZWCEE/ZBFMS.bpm?ID=1278&amp;KeyID=2&amp; ZFPAl=8&amp; ZPPA2=8&amp; ZFPAS=8"
enctype="multipart/form-data" id="bpmform"»
<input type="hidden™ 1d="__ pagescrolvalue” name="__ pagescrolvalue™ value="null™> <input type="hidden”
id="__ zframepostmethod™ name="__ zframepostmethod” value="1"3>
<div id="ControlPanel” name="ContrelFanel" class="TooclBox"» «<table dir="1tr" width="188%">»

<tbody><tr>

<td align="Center">

<span class="toptitle">Ls L1 jL5sLwcspan>
</spanx</span></td>

<td align="right">
<table dir="rtl">«<tbody><tr>

<tbd>

<input type="image™ id="frmwarehcuse_structureCmdSave™ name="frmwWarehouse_structureCmdsave™ title=". ,.=3"
class="ToolBoxControl™ style=" height:25px; width:25px; " onclick="return deaction('frmwarchouse_structure'};™ sro="/ZWCEE
/Images/Control/Save.png”s

</td»

<td>

<input type="image® id="frmwarehouse_StructurecmdExcelReport™ name="frmWarehouse_StructurecmdExcelReport™ title=" 133
Juet ™ class="ToolBoxControl™ style=" height:25px; width:25px; " src="/ZWCEE/Images/Control/ExcelReport.png”
formnovalidate="">

</td>

<td»

<input type="image" id="frmwarehcuse_Structurecmdexcelcridreport™ name="frmwWarehocuse_structurecmdExceleridreport™
title="pis s I3 Ly Juz! &y 33" class="TeolBoxControl™ style=" height:25px; width:25px; ™ src="/ZWCEE/Images/Control
fExcelGrid.png” formnovalidate=""»

</td»

oftrs

</tbody></table> W

£ » body * form#bpmform * divéFormPanel * div#formcontainer > table#moveTbl.ZFormTable »* tbody » tr » td.ObjectControl > input#frmWarehouse_StructureWarehouse_St.. »

’
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element

+ =] Layout Computed

inli

{

" Filter Styles

No C5S properties found.

s

Animations Fonts

D Browser styles
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Security : Dynamic Control ID

[® {7 Inspector [J Console [ Debugger {} StyleEditor (& Performance £ Memory = Network B Storage T Accessibility D

+ O, search HTML + [0 Llayout Computed Animations Fonts

B e L L e o L e e T & o e e R R PRI 0 ey E e | R PV L e U (TP e e o P P T ¥ o T ey W S ¥ T o L iy

cinput id="frmWarehouse_Structurer_GridselectColumnsSortMode™ type="hidden” 8 tll'lllnE '’ Filter Styles [ Browser styles
name="frmWarehouse_Structurer_GridselectColumnsSortMode”> E Emen b caption-side

¢input id="frmWarehouse_structurepr_cridselectPageIndex™ type="hidden" name="frmWarehouse_structureP_cridselectrageIndex™> 3 top
<input id="frmwWarehouse_Structurer_GridSearchMede™ type="hidden" name="frmWarehouse_Structuref_GridSearchMode™» in.css:1485 P color
qui\_.r id:"-_Fnr‘mcnntainer"‘ df’Lr‘:"r‘tl" style:"ma!‘gin: lepx & @ @;" align::‘center"‘) Input. InputT @ rgbie, e, @)
<input id="__ formtreeviewstatus™ type="hidden" name="___ formtreeviewstatus" value=""» evt { b direction
w ¢table id="moweTbl™ class="ZFormTable™ dir="rtl"™ style="width: 9@@px; left: 24epx; top: 12&px;"™> font- rtl
w <tbody> family: | b empty-cells
b octrs (e o/t "ZFRAMEF  hide
- <tr> coler: b font-family
b ¢td class="oObjectContreol™ style="width:3ef;"» = «/td> . "ZFRAMEFONT™

w <td class="0ObjectControl” style="width:7e&;"» fﬂ:ltﬂ_tk; } font-size

<input type="Text" id="frmWarehouse_StructureWarehouse_Structure Code2” size: 12px
name="frmarehouse_StructureWarehouse_Structure Code2™ zid="Warehouse Structure_Code" zcp=",; L. 31 «<" value="82" 12px; b text-align
class="InputText” pattern="[@-9]{2}" title="aal sylssl 31eia gl gya" required="" text- start
aninvalid="this.setcustomvalidity('cw! s lesl 1a5a 321 z3a")" oninput="this.setcustomvalidity('")}">

decoratl ) teyt-decoration
F none; ngne
. . b text-decoration-color
direction:
inherit; @ rE0b(@ @, @)
H
width: b text-decoration-line
158px; nonz
} b text-decoration-style
Main.cssizpg  Solid
Input { b width
ot 152px

</ td>
</t

bt

bt (e

b octrn e

p ot e

b octre e

p o<t

b octra

</ thody>

</tahles v decseat]

€ » body » form#bpmform »> divEFormPanel > div#formcontainer » table#moveTbl ZFormTable » tbody » tr » td.ObjectControl > input#frmWarehouse StructureWarehouse_5t.. » ¢ : >

gy
texb

F
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Security : Query Designer

Insert Query | Update Query

=g

Execute Message @ﬁ&gﬁp—iﬂgﬂJl&_nﬁSgnlgag_ﬁ)lep@bggp&lmw

2903 8Jlg b bg o Slelll cpgmumlJ:.m.ngH|

Before Execute Message Sogla skl ag_,jeJngJA.:.ld.l.hI.:.._._?J'll;l

Execute Error Message |

Cachekey

<1 ot b L b

]

UFDATE [WRREHCUSE DCC]

SET
[WAREHCUSE_ID] = @INTDESTINATION_ID |
[Source_ID] = @Il

[DESTINATION ID] = @INTDESTINATION ID
[REFERENCE ID] = @INTREFERENCE_ID
[DESCRIPTION] = @STRDESCRIPTION
[CREATE USER_ID]

WHERE
[WAREHOUSE_DOC_ID] = @INTWAREHOUSE_DOC_ID

Execute Message

20348 | ] ey EEuse 3 SaaBlga Ly Lyl Jl.'.sla..e.._.bg=._..o.:.ld.l.hl|

Ll JLE3hon 8 bga e SLellbl el 43 JSdo J9J='|

Before Execute Message

Sl ikl Leglasl JUE3Ha g3 Slellbl sl oy LT

Cachekey

Execute Error Message |

UPDATE [WAREHOUSE STRUCTURE]
SET

(SIS

[WAREHOUSE STRUCTURE CODE] = @STRWAREHOUSE STRUCTURE_CCDE
[WAREHOUSE STRUCTURE TITLE] = @STRWAREHOUSE STRUCTURE TITLE
[WAREHOUSE STRUCTURE NAME] = @STRWAREHOUSE STRUCTURE NAME
[LT_Warehouse_Type ID] = @INTLT_Warehouse_Type_ID
[FCRCED] = @BLNFCRCED
[Activity Goods] = @BLNnctivity_Goods

WHERE
[WAREHCUSE_STRUCTURE_ID] = @IN'IWAREHOUSE_STRUCI‘URE_ID

<1 motn s L

oo
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Security : Query prepare statement

o]

Untitled - 1 (Z-SERVER)

(o] & s
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| EventClass TextData licationName NTUserName | LoginName | CPU | Reads | Wrtes | Duration | CliertProcessiD | SPID | StartTime EndTime | BinaryData ~ ~
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 55 2019-01-22 09:26:44.
5QL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 o o o 55 2019-01-22 09:26:44. 2019-01-22 09:26:44.
RPC:Completed declare @pl int set @pil=11 exec s... ZFRAME adoni... sa o 10 2 55  2019-01-22 09:26:44. 2019-01-22 09:26:44. 0X00000. ..
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 55 2019-01-22 09:26:44.
sQL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 o o o 55 2019-01-22 09:26:44. 2019-01-22 09:26:44.
RPC:Completed declare @pl int set @pl=12 exec s... EZFRAME Adoni... sa o 11 3 55 2019-01-22 09:26:44. 2019-01-22 09:26: 44. 0X00000. . .
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 55 2019-01-22 09:26:44.
5QL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 o o o 55 2019-01-22 09:26:44. 2019-01-22 09:26:44...
Audit Login -- network protocol: TCP/IP set qu... Microsoft ID... sa &5  2019-01-22 09:26:44.
SgL:Batchstarting set implicit_transactions on Microsoft JD... sa &5  2019-01-22 09:26:44.
SqL:BatchCompleted set implicit_transactions on Microsoft JD... sa o o o &5  2019-01-22 09:26:44. 2019-01-22 09:26:144...
RPC:Completed declare @pl int set @pil=1 exec sp... Microsoft ID... sa o 145 22 &5  2019-01-22 09:26:44. 2019-01-22 09:26:45... O0X00000...
RPC:Completed declare @pl int set @pl=2 exec sp... Microsoft ID... sa o 4 1 &5  2019-01-22 09:26:45. 2019-01-22 09:26:45... O0X00000...
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN Microsoft ID... 54 65 2019-01-22 09:26:45.
5QL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN Microsoft ID... 54 o o o 65 2019-01-22 09:26:45. 2019-01-22 09:26:45...
Audit Login -- network protocol: TCP/IP set qu... Microsoft ID... sa 66 2019-01-22 09:26:45.
SgL:Batchstarting Select * from Sys_Process_5State 5T... Microsoft 1D... sa 66 2019-01-22 09:26:45.
SqL:BatchCompleted Select * from Sys_Process_5State 5T... Microsoft 1D... sa o & 2 66 2019-01-22 09:26:45. 2019-01-22 09:26:45...
sQL:Batchstarting SELECT * FROM DBO.WAREHOUSE_STRUC... ZFRAME Adoni... 54 55 2019-01-22 09:26:45.
sQL:BatchCompleted SELECT * FROM DBO.WAREHOUSE_STRUC... ZFRAME Adoni... 54 o 2 o 55 2019-01-22 09:26:45. 2019-01-22 09:26:45...
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 55 2019-01-22 09:26:45.
5QL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 o o o 55 2019-01-22 09:26:45. 2019-01-22 09:26:45.
RPC:Completed declare @pl int set @pl=13 exec s... ZFRAME adoni... sa o 2 o 55  2019-01-22 09:26:45. 2019-01-22 09:26:45 0X00000. ..
sQL:Batchstarting IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 55 2019-01-22 09:26:45.
5QL:BatchCompleted IF @ETRANCOUNT > 0 COMMIT TRAN ZFRAME Adoni... 54 o o o 55 2019-01-22 09:26:45. 2019-01-22 09:26:45. W
£ >
declare @pil int A
@pl output,N'@P0 nvarchar (4000),8P1 nvarchar (4000),@P2 nvarchar (4000),8P3 int,@P4 bit,@P5 bit,@P6 int' ,N'UPDATE [WAREHOUSE_STRUCTURE] SET [WAREHOUSE_STRUCTURE_CODE] = @PO ,
[WAR URE_TITLE] = @&P1 , [WAREHOUSE_STRUCTURE_NAME] = @FP2 , [LT_WAREHOUSE_TYPE_ID] = @P3 , [FORCED] = @P4 , [ACTIVITY_GOODS] = @PS WHER.E
[WAREHOUSE_STRUCTURE_ID] = @&P& ' N'027,N'cle=',N'Repairs',3,0,1,2
select @pi|
v
£ >
Ready. Rows: 6 2

20




Security : Form Access

=
Concurrency
Concurrency Mode Disable
Data
CRUD_Mode ZbpmsMode
Form Data Source
Grid Data Source
Table Name
Design
Caption il malas
CS5Class
Direction RightTol eft
Header Tag
Name ZETTEST
showMode
validator False
Grid
Grid LoadingMode
Grid Select Text
Grid SessionAccess
GridCount Query
Memory Management
CacheKey
Pattern

ZFrame-Form

@ localhost:8080/ZWCEE/ZBPMS.bpm?ID=647 1 oo ©@ % Q Search

iyl ppolia . ]

Form Pattern
Relation
Relation From
Rule

Custom RulelD
FormID
Report RuleID

ZFrame-Form

@ localhost:8080/ZWCEE/ZBPMS.bpm?ID=6471 | Q search v OB m

]

6cdb2034-a820-4ae3-957{-1d7df7bb59

Authentication

S5 181 oy S luysj anuwgi 09,3
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Il sl 8 5 Ll il X

« ¢ Q @ localhost:8080/maran/Defaultjsp

£} Most Visited () Suggested Sites @ Getting Started (3 Web Slice Gallery

ollas _ 535 )l gy Bpas
wilalac _ jlgal jLil 8jgp hpas
@llas _ (gjSya )il gy Bpaa
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g9 gl i Ll wilslw X
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